Date: December 05, 2007 (Modified Dec 10t to Include illustrations)
Respectfully submitted to the Transport Canada Public Consultation
Subject: How secure is the Honda Civic immobilizer/Anti Theft System
Note 1: In view of the fact that Honda is not going to instruct anyone on
how to steal their cars, we will proceed to enact the easiest way to

access any of the Honda Immobilizer components.

i—|onda Civic 2008 Immobilizer System

Note 2: This information comes from the 2006-2008 Honda Civic Service

Manual released by Honda Motor Company Service Publication Office.
Illustrations from the manual have been appended to this report.

The first page states that specifications apply to U.S.A and Canada

Refer to the appended illustrations from the 2006-2008 (all inclusive) Civic Service Manual — Page 1

The Honda Civic is equipped with a V I Immobilizer System.
Refer to the appended illustrations from the 2006-2008 (all inclusive) Civic Service Manual — Page 22-334

This system will disable the vehicle unless a programmed ignition key is
used.

It consists of a Transponder combined with a Keyless Transmitter,
Immobilizer-Keyless Control Unit, Immobilizer Indicator (imoes unit built into
the MICU) and the ECM/PCM unit.

When the Immobilizer Key (programmed by HDS) is inserted into the
ignition switch and turned to the on position, the Immobilizer Keyless
Control Unit sends power to the Transponder in the Ignition Key.

The Transponder then sends a coded signal back to the Immobilizer
Keyless Control Unit.

The Immobilizer Keyless Control Unit then sends a coded signal to the
ECM/PCM and MICU Units.

The ECM/PCM and MICU units will only allow fuel to be supplied when and
if the coded signal is identified and accepted.
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The Honda Immobilizer consists of Seven Unitsl

1: Steering Lock Assembly

N 1

: Immobilizer Key with Keyless Remote

3: Immobilizer Key (Mechanical)

4: Immobilizer Keyless Control Unit

5: MICU (Multiplexer Integrated Control Unit)

6: ECM/PCM (Electronic Control Unit) (Powertrain Control Unit)

7: Transponder/Transmitter (sealed in Key)
Refer to the appended illustrations from the 2006-2008 (all inclusive) Civic Service Manual — Page 22-322

Location of Immobilizer System Parts

kevless Control Unit

The Keyless Control Unit is behind driver’'s dashboard lower cover
and steering wheel.

How to remove drivers dashboard lower cover to get at KCU

Note 3: Removal requires a special tool (KTC SOJATP2014) from Honda

: Adjust steering column upward

: use KTC tool to release components

: Remove steering column covers

: Pull on lower edge of dashboard cover

: Detach lower clips

: Detach upper clips

: Disconnect the 7 pin connector From the immobilizer

; Remove the two screws and the Keyless Control Unit from
the ignition key cylinder.
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MICU, Electronic Control Module/Powertrain Control Module
Integrated Units attached to engine under hood.

i—|ow to Remove ECU/PCU

Gain access under hood

Locate ECU/PCU Unit

Remove cover

Remove three mounting bolts
Disconnect three ECM/PCM connectors
Remove ECM/PCU Unit

U

Note 4: Connectors are accessible only from Rearof unit, therefore, you
would have to remove the bolts from the engine in order to disconnect
same.

Herein | have stated how to get to and remove the Immobilizer Unit to

service and/or for whatever reason.
Refer to the appended illustrations from the 2006-2008 (all inclusive) Civic Service Manual — Page 22-334, 20-144
and 17-10,11,12

| am now going to Explain how difficult it would be for a thief to
try to bypass this Immobilization system.

Note 5: Disconnecting any connector or wire will cause a system failure.
A: He would have be able to enter the car by solving the entry door lock .

B: He would then have to contend with the steering wheel mechanical
lock In order to free the steering wheel.

C. He would then have to remove the dash and steering panel covers
using the special tool available only from Honda in order remove/modify
the Keyless Control Unit.

He would only have a few seconds to complete the modification or the
system would shut down and have to be re-coded.

D: He would then have to disconnect the the 7 pin connector and the
system would again fail.
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Cont:
Trying to Defeat the Immobilizer from the ECU/PCU Unit
under the hood and attached to the engine

E: He would have to spring the hood with a crowbar

F. He would have to enter the car through the door with no key and break
in to release the hood latch.

G: He would have to locate the ECU/PCU unit and remove the bolts
H: He would have to remove the bolts from the engine

I: If he disconnects or cuts any of the wires the system will shut down and
have to be re-programmed.

J: He has only a few seconds to splice any wire or the system will shut
down.

No subsequent Service bulletins have been issued indicating that the
assembly procedures, or the parts or the software has been modified in
order to differentiate between immobilizer systems in the Canadian car
versus the American market unit. The Preparation Service bulletin issued
On October 12,2007 That supercedes one dated August 15t 2007covers
all the differences between the 2007 and 2008 model. The immobilizer
system is not mentioned! (Refer to the appended illustrations)

The 2006-2008 Honda Civic Canadian and US versions are one and the
same and are equipped with the same Immobilizers as stated in the
Honda Manual.

This was also borne out by the various Honda Representatives in Virginia
during my recent visit of November 18 to November 29, 2007.

They said:

“The Honda Civic 2008 Immobilizer and Anti/Theft System is as good or
better that any of the present systems on the market”

“The thief would have to use a tow truck or a flatbed to load it”.
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Conclusions:

1: The Honda Civic Canadian and USA Automobiles are the same in all
aspects. If the American Market car does not meet the Canadian
Standard, then the Canadian Market car does not either.

2: The Honda System is a better that adequate system and suitable to
meet Canadian standards.

3:: It would be very difficult for any thief to steal the 2008 Honda Civic.

Please advise if more proof is required as | have condensed this version
with a view toward simplicity.

| also have the inputs from various Honda personnel who said that they
would assist in the event that we are still challenged.
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